
Seven Social Distancing Ideas 
For Regulatory Reporting In The Cloud

How taking the right approach to the cloud gives you 
a clean bill of health, builds your immunity, and streamlines 

regulatory reporting in the age of COVID-19 

By Eric Rothrock, Senior Vice President, Cloud Product Management, AxiomSL

As the pandemic crisis wears on,
financial institutions are experiencing significant disruptions from the 
effects of operating indefinitely with a remote workforce. These disruptions 
are accelerating their efforts to move their regulatory reporting processes 
to the cloud. Deliberations center on whether to take a DIY (do-it-yourself) 
approach to cloud implementation or use a vendor-provided cloud solution 
and if so, how to vet vendor-provided solutions.

But beware. The material non-public information (MNPI) present in financial 
institutions’ datasets and systems keeps CDOs and CROs awake at night 
and in a protective stance. They absolutely must set an extremely high 
security bar for any cloud implementation. 

So, how can financial institutions make 
a healthful move to the cloud and harness its benefits 

for risk and regulatory reporting?

Surprisingly, the answer lies in applying some of the lessons learned from 
this pandemic. Here are seven social distancing ideas that can help your 
organization uncover key issues, evaluate vendor options – and take the 
right, most healthy approach to the cloud. 



Get Contactless Delivery

During the COVID-19 shutdown, people are fi nding clever ways to 
avoid contact – curbside pickups, contactless deliveries, and remote… 
everything. This social distancing idea applies aptly to fi nancial institutions’ 
deliberations over going to the cloud. Internal cloud solutions often are 
not application aware. That means they require a lot of hands-on, high-
touch development, and ongoing manual actions and maintenance 
to deliver regulatory reporting. In contrast, a primary benefi t of a well 
architected vendor-provided cloud solution is the automation that enables 
contactless delivery. Such a solution is designed to streamline productivity 
by minimizing hands-on activities and eliminating non value-add manual 
tasks. Organizations still debating DIY vs. a vendor-provided cloud solution 
should ask themselves:

• Will our cloud implementation consistently minimize manual 

 activities and automate key regulatory reporting processes  

 including regression testing, applying regulator updates, 

 promoting changes between environments, and executing 

 infrastructure updates and patching?

Isolate Your Cloud Instance

Under pandemic guidelines, people must stay at home and may not gather 
in groups. The same concept applies when vetting a vendor-provided cloud 
solution where the key question becomes where and how an organization’s 
cloud instance will be located. A multi-tenant cloud implementation, the 
most familiar option, can be cost effective. However, in that environment, 
one organization’s data is comingled with another’s on the same cloud 
computing infrastructure. Such comingling is a huge red fl ag for fi nancial 
institutions considering the cloud for managing sensitive risk and 
regulatory data and reporting; the inherent security risks of multi-tenancy 
far outweigh the cost benefi ts. In contrast, a virtual private cloud (VPC) 
architecture provides the protection and privacy that CDOs and CROs seek 
– effectively enabling institutions to shelter their cloud instance. To delve 
into the tenancy issue, they should ask: 

• How does the vendor-provided cloud solution ensure our data 

 is completely segregated from any other customer’s data?
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Obey the Rules

To keep safe in the age of COVID-19, everyone must adhere to the rules 
set by relevant authorities in each jurisdiction. The same is true when 
organizations embrace cloud technology where each must comply with 
numerous regulatory requirements. These include the EU’s complex 
General Data Protection Regulation (GDPR) and many regulators’ security 
policies including U.S. Federal Reserve (Fed), European Banking Authority 
(EBA), Monetary Authority of Singapore (MAS), Hong Kong Monetary 
Authority (HKMA), and Australian Prudential Regulation Authority (APRA). 
When considering the cloud for MNPI-laden datasets, it is important for 
fi nancial institutions to be confi dent that they can meet these standards 
in all jurisdictions. Therefore, a good question to ask when considering a 
cloud proposition would be:

• Can the solution provider demonstrate expertise in meeting

 regulatory expectations and guidelines in the application of 

 the cloud for regulated entities and regulatory compliance? 

Use Testing and Contact Tracing

To minimize the spread of infection in communities, health offi cials rely 
on continual testing and contact tracing. This practice also applies to the 
cloud proposition where there is no margin of error when it comes to MNPI 
data. The network and systems infrastructure supporting the regulatory 
reporting on the cloud must be continually monitored and tested to ensure 
the application layer’s uptime and minimize the risk of internal or external 
data leakage. It is imperative that the cloud security approach incorporates 
standards and best practices including application-aware security design, a 
robust risk-management framework, and third-party audit and compliance. 
The presence of an industry-leading audit such as the SOC 2 Type 2 is a 
key indicator of a healthy, well-tested, socially distanced cloud solution. So, 
fi nancial institutions should ask:

• What are the cloud solution provider’s security and 

 process management credentials? 
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Put Your Data on Lockdown

For health and safety reasons, much of the world is operating under 
lockdown. Similarly, cloud technology must also be able to lock down data 
securely. Typically, service providers utilize encryption keys to manage 
application access between the fi nancial institution and themselves. They 
must demonstrate sophisticated processes to manage data at rest and to 
dictate what end users may do when they are in the system. The presence 
of ISO 27001 and ISO 27017 certifi cations covering both the infrastructure 
and application layers indicate a best-in-class security approach. Therefore, 
questions around best practices for putting data on lockdown would 
include:

• When data is at rest in the cloud, what encryption standards 

 and role-based permissioning does the cloud solution provider 

 implement to prevent security breaches?  

• Does the cloud solution provider hold industry-leading 

 certifi cations and credentials for secure data lockdown?

Wear Masks

PPE (personal protective equipment) is now a universal necessity and a 
fi xture in everyone’s vocabulary. Similarly, having the proper protective gear 
at hand to mask sensitive data is mission critical to the cloud proposition. 
Here the concern is to protect the personally identifi able information (PII) 
present in regulatory datasets. For example, to comply with the EU’s Deposit 
Guarantee Schemes Directive (DGSD) and meet U.S. mandates such as 
FDIC Part 370, regulatory teams easily can be exposed to the PII in a bank’s 
customer dataset. If the service provider does not have strong controls in 
place, another large red fl ag goes up. To explore the cloud proposition from 
a PPE perspective, organizations should ask:

• What data masking capabilities are present to manage mandated 

 privacy rules while working on reporting that contains PII?
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Just What The Doctor Ordered – 
AxiomSL’s RegCloud® Offering

With AxiomSL’s technologically unique, secure, and socially distanced RegCloud offering, 
fi nancial institutions can go to the cloud in good health. 

RegCloud enables fi nancial institutions to harness the power of the cloud for their risk and regulatory 
data management and reporting initiatives running on AxiomSL’s ControllerView® data integrity and control platform. 

Clients benefi t from absolute data segregation and sovereignty, scalable solutions, and automated change management. 
CDOs and CROs have confi dence in RegCloud’s security architecture and governance credentialed 

by AxiomSL’s ISO 27001 and 21017 certifi cations and SOC 2 Type 2 audit.

By going to the cloud with AxiomSL, organizations can strengthen their operational risk stance and experience resource 
benefi ts from being able to extend collaboration on regulatory initiatives enterprise wide. ControllerView on RegCloud is a 

unique cloud proposition that strengthens regulatory compliance and business continuity and consistently delivers effi ciency 
and cost benefi ts to fi nancial institutions. It is the right, healthful approach to the cloud, especially in a time of crisis.

Let’s talk about social distancing in the cloud. Contact us here.

AMERICAS +1 212 248 4188     APAC +65 6955 7660     EMEA +44 203 823 4600     WWW.AXIOMSL.COM

Flatten The Data-Cost Curve

Everyone has become an expert in curve fl attening. This COVID-19 concept 
aptly applies to regulatory data management, where the pandemic is the 
explosion of data. Regulators demand more data more frequently. In 
addition, fi rms that must disclose signifi cant share holdings and short 
selling and/or report under various trade and transaction regimes must also 
generate point-in-time datasets. With this epidemic-level data explosion, 
comes challenge and cost. Astute data management and an automated 
capability to generate point-in-time datasets can help fi nancial institutions 
fl atten the data-cost curve, meet regulatory requirements, and withstand 
internal and external audits. Pertinent questions include:

• Does the cloud solution vendor provider offer cost-effective  

 options to manage high-volume data, point-in-time retrieval, 

 and long-term data storage?  

• Can the cloud solution vendor provider deliver service level 

 commitments to meet regulatory deadlines and cost  parameters?
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